
 SEQ CHAPTER \h \r 1Safeguarding U.S. Democracy in the 2004 Election

Areas for Non-Partisan Citizen Advocacy and Monitoring*

Citizen-organized non-partisan state and county committees can help to ensure a smooth, fair and open 2004 election.  This document outlines tasks, for each of the areas listed below, which committees can undertake in states, counties and precincts where open and fair elections may be at risk.  Committees should include organizers, information technology (IT) specialists, lawyers and lots of dedicated workers.
Pre-Election
1. 
State and county election law, rules and procedures

2. 
Voter registration and absentee voting

3. 
Recruiting and Training Election Observers 

Election Day
4. 
Poll watching

5. 
Exit polling and action if trouble occurs

Post Election
6. 
Counting Military and Other Absentee Votes

Resources

· This compilation is especially for states and counties using direct-recording-electronic devices (DRE -- touch screen machines, such as Diebold, Sequoia and Election Systems and Software, ES&S), but also for any jurisdiction where voter disenfranchisement may occur and/or where vote tallies (whether from optical scan, punch card or lever machines) are uploaded and transferred by computer-- which includes many, if not all, states.  Priority should be given to advocacy and monitoring in states and counties where the presidential and/or senatorial races will be close and mis-tabulation through error or fraud could therefore be decisive.

The ideas and recommended actions in this document are drawn from a variety of sources and compiled by the Alliance for Democracy's Save the Election Committee for the use of U.S. voting protection advocates.  It is a list-in-process, initiated on August 19, 2004 and last updated on (insert date).  Users and other interested individuals are invited to send additional ideas, recommendations and suggested modifications to the areas and tasks listed to Alliance for Democracy member Sue Wheaton at sue.wheaton@juno.com
Area One:
Pre-Election -- State and County Election Law, Rules and Procedures
Tasks:

1. 
State Election Law; Election Officials, Litigation:    State and county organizing teams learn the state election law, names and positions of enforcement officials and any voting-related pending or completed litigation in the state. 

2. 
County Election Officials, Rules and Procedures:    County organizing teams meet with county election official(s) and learn 

a) 
all county rules and procedures for national elections; 

b) 
what type of voting machines are being used in the county; and

c) 
who will be present at the polling places as observers.

3. 
Credentialing Election Observers:    Citing relevant provisions in the state election law and regulations, county team request county officials’ support for non-partisan citizen teams to monitor polls on election day.  If possible, secure letters or other forms of permission/support/authorization for precinct-level teams to have with them on election day.   If permission is denied, publicize this, appeal to the next level, seek credentials directly from candidates and parties, and continue with plans to train volunteers and place them in precincts on election day.  (See Area 3)

4. 
What type of voting machines will be used?    State team determine a) what types of machines will be used in which counties and b) If direct-recording-electronic voting machines are being used anywhere in the state, and, if so, determine if all of them have a voter-verifiable paper audit trail (VVPAT).

5. 
Regardless of what type of machines will be used, will individual’s votes be verifiable, auditable and recountable?  In other words, will the machines permit an audit of individual votes if a recount is required?   If DRE machines do not have a VVPAT (note, this means a trail of each vote entered, not simply a total of votes cast in the machine), state and or/county teams ask that election officials require:

a) the company which sold the state or county the machines to add VVPATs to each machine prior to the 2004 presidential election or

b) that voting in the 2004 election be done by a system which provides a trail of individual votes:  either lever machine or paper ballot with mechanized count (i.e. punch card or optical scan; some DRE companies are providing optical scanners free to states which require an auditable voting system as an alternative to installing VVPATs in time for the 2004 election.)
5.
Will the entire system be secure and reliable?  If, in whatever system will be used, will votes be tallied and uploaded by computer (i.e., within the precinct and from the precinct to the county or state level)?   If DRE’s without VVPATs are to be used, will be system be guarded against mis-tabulation by error or fraud?  State and/or county teams ask officials whichever of the following questions are relevant to the system which will be used (most, but not all, of the questions pertain to DRE without VVPAT):

a) 
Does the system conform to state information security policy and standards?  (Query as to what those standards are and how the system does or does not conform.)

b) 
Have the machine manufacturers documented a clear chain of custody for the machines and software, from programmers to polling place?  What are the guidelines and procedures concerning equipment management practices, including chain of custody for machines, software and memory cards at every step of the way: receipt, storage, transfer, startup, shutdown and re-storage?  (Strict guidelines should be in place and there should be plans to monitor their implementation.) 

c) 
Are there protocols to insure isolation of individual machines to minimize any potential vulnerability in one machine from being used to access and alter the programming of other machines? 

d) 
Will the system use security key cards with computer-generated passwords by precinct?

e) 
Is there provision for updating the encoding and terminals within each precinct?  

f) 
Will election officials maintain control over ballot creation and loading onto the voting machines and will the process be subject to official oversight?

g) 
Are there provision and a plan for full state testing and certification by independent specialists who are not affiliated with the vendor?  What is the plan?

h) 
Has local testing and training been codified to make sure unauthorized changes will not occur at the local level?

i) 
Has the vendor made all or nearly all of their code available for inspection or (better yet) are the systems entirely open source?  (This would permit the broader community of computer professionals to serve as an on-going check on the system.)

j) 
By what means will the vendor provide any patches (changes), will these be approved by the appropriate officials, and will the means of transmitting them be secure?  How will security be guaranteed?

k) 
Have election judges and other poll workers received, or will they receive, hands-on training in all aspects of working the system and protecting its security and reliability?

l) 
What are the arrangements to guarantee that transmitting or transporting votes from the precinct to the canvass center will be secure?

m) 
Are there procedures to prevent the use of unauthorized supervisor cards?

n) 
Is there a communication plan detailing how election officials will communicate with workers at each polling place and if so, what is the plan?

o) 
Will back-up energy supply be used for all machines in case of power disruption which could cause loss of votes?

p)        Crucial:  Will a sufficient number of paper ballots be provided at each precinct in the event of machine malfunction, power outage or other unforeseen problem which could cause individuals' votes not to be counted without the backup paper ballots?  (States are required by the Help America Vote Act (HAVA) to have provisional ballots on hand.)  What will be the procedure for processing these and assuring they are counted and that there are no double votes (machine and paper)?

q)   
When will military and other absentee ballots be counted, who will do the counting, who will observe?  (Request observer status for non-partisan committee representatives.)

(Most of the content of the above list is from Ben Scotch, Civil Rights Lawyer with Vermonters for Voting Integrity, presented at the Alliance for Democracy Convention, Boston, MA, July 21, 2004.)
7)
Legal Action:    If the officials refuse to take the steps needed to ensure a secure, auditable vote, file a lawsuit similar to that filed in Maryland, where Diebold DREs without the VVPAT have been purchased for use statewide.  (See attachment for description of the Maryland lawsuit.)

8)
Other Legal Motions:    Committee lawyers prepare motions for any type of illegality which is anticipated (based on the voter registration procedures and/or voting  system used) which is likely to occur in the election process and have these ready for inserting particulars and filing at 8 a.m. the morning after the election.

Area Two:
Pre-Election -- Voter Registration and Absentee Voting
Tasks:

1. 
Voter Registration:     If time permits, county and local teams secure voter registration forms and register voters prior to the deadline.

2. 
Voter Eligibility:    County teams determine what procedures county election officials use to determine voter eligibility and remove duplications.  

· How are lists of ineligible voters compiled and used to prepare precinct voter lists?

· Are there any indications of discrimination according to race or other factor?

· What are the requirements and procedures for restoring voting rights of convicted individuals who have completed their sentence, been pardoned or paroled?  Are the rules fair?  Are they being followed in the county.  (If the state’s rules regarding restitution of voting rights are racially discriminatory or generally antiquated and unfair, the committee should work to change them for future elections and explore possible legal action for the 2004 election.)

3. 
Absentee Voting:   For states and counties using DRE systems without the VVPAT, state and county committees explore a campaign to encourage citizens to vote by absentee ballot to ensure that their vote is counted.   

· Committees’ legal experts research absentee voting requirements and enforcement history. 

· If absentee voting is needed to ensure that individuals’ votes are counted and there is little to no danger that the absentee votes will be discounted, launch the campaign:

Explain the reason (need) for absentee voting, the process for securing a ballot and the date by which ballots must be postmarked. Do this through press releases to newspapers throughout the state, community newsletters, bulletin boards, door-to-door canvassing, tabling, religious meetings and publications, etc.

Area Three: Pre-Election -- Recruiting, Training and Supporting Non-Partisan Precinct Observe Teams and Preparation of Legal Documents
Tasks:

1. 
Recruiting:    County teams recruit a minimum of two and preferably four volunteers per precinct (polling place --targeted, if necessary to cover all) for:

a) 
Observing inside the polling place and

b) 
Working outside the entrance to count the voters who enter and provide them with written information (explained below).  Sources for volunteers: religious congregations and civic and service organizations, such as League of Women Voters, Common Cause, etc.

2. 
Training and credentialing:    The state team develop and the counties provide training to the precinct volunteers, including:


(Insert training curriculum)
3. 
At the training, county team reminds volunteers to bring a thick pad and pen to take notes at the precinct on election day and provides them with:

a) 
the number and location of the precinct to which they are assigned;

b) 
the hours they should be at the polling place;

c) 
the letter or other form of credential for serving as election observer (and remind them to take it with them to the polling place on election day); and

d) 
contact information for the county and state help desks.  (See # 4)

4. 
Information for voters:    The state team develop a concise sheet explaining (insert recommended content) and the importance of the exit poll (if there is an exit poll) for volunteers to provide to the voters as they enter the polling place.

5. 
Help Desk:    State and county teams arrange for team members (including lawyers) to be on call and resources, including telephone lines, computers, standby transportation, to be available to volunteers from the night before the election through the entire day after the election.  Help desk team members have contact information for other help desks in the state and election action contacts in other states and at the national level (national contacts to be provided).

Area Four:
Election Day – Poll Watching
Tasks for Precinct-Level Teams:

1. 
Pre-election preparations:    

Be at the polling place the night before the election and when poll workers report on election day to observe the set-up of voter registration tables and voting machines.  Observe all activity; record the names, positions and contact information for ALL people working at the poll (especially on the machines), and take notes on:

a) 
General Security arrangements –   Who has access to the machines?  What records are there and who keeps them?  If DREs are used, who “boots up” the machines?  If a machine will not “boot” properly, what are the procedures?  Who gets called and what records are there?  

b) 
The pre-election machine test – Are all machines set up for the correct election -- are the correct software and ballot information loaded?  Are the batteries and plug-in power supply good?  Is there provision for back-up in case of power failure?  Do the touch screens work?  Does the complete ballot show on the screen of each machine?  (Most of this from Dr. Douglas W. Jones, University of Iowa, Computer Science Department, “Confusion of Myth and Fact in Maryland,” July 19, 2004;  www.truevotemd.org )

c) 
Chain of custody for the software and additional security issues – 

1. Is there evidence that the machine manufacturers have documented a clear chain of custody for the software, from programmers to polling place?

2. Have election officials maintained control over ballot creation and loading onto the voting machines and is this process subject to oversight?

3. Is physical access to the voting terminal secure?

4. Are there any last-minute changes in software or hardware?  (There should be none.)

5. Are there any wireless or Internet connections to the machines?  (There should be none.)

6. Is tamper tape placed across vulnerable ports where memory cards are inserted on a DRE and is the tape not removed until voting begins and then only in accordance with state guidelines?

7. Are any unauthorized supervisor cards used?

(The above is from Ben Scotch with Vermonters for Voting Integrity, cited on page 4.  See pages 2-3 for other security measures which should be evidenced at the polling  site.)

d)        the voter registry tables – Are they set up to efficiently process voter check-in?

Are individuals designated to answer any questions and resolve problems?  Do the lists appear to be clear and up-to-date and the workers well prepared to carry out their assignments?

e) 
crucial:  Is there a sufficient supply of paper provision ballots on hand in case of machine malfunction or other problem?  Are plans in place to secure more if they are needed?
2. 
Before the poll opens, two volunteers are stationed at the entrance to the polling place to pass out an information sheet to voters and count the number of people who enter.  (See Area 3, task 4.)

3. 
Throughout the day, volunteers inside the polling place observe and take notes on all activities, including:

a) 
Election judges reconciling the number of voters who have checked in at the polling place against the number of votes recorded on each voting unit.   Do they perform this task and immediately identify any discrepancy?

b) 
Testing of the machines – it is crucial to know who is doing the test and to observe as closely as possible what they are doing.  Are machines being parallel monitored by randomly taking them out of service and testing them?  Is this being done by an election official or a vendor representative?  Test votes can be videotaped to compare the results reported by the machine against the votes actually entered on the machine by the tester.  Any unresolved discrepancy found during this process would indicate the presence of potential malicious code in the voting machines.  Parallel monitoring can also be used to detect the presence of any “Trojan Horse” code that might become active and alter vote allies only at a given time.  (from Ben Scotch, cited on page 4 and above);
c) 
Whether or not the DRE machines are Isolated from any larger computer network via direct, modem or wireless connection (isolation of the individual machines is essential to a secure vote);


d) 
What happens if a machine “ boots” properly, is used by voters and later crashes?  What are the procedures?  Who is called?  Who has access?  What happens to the voter’s records?  What procedural records are there and who keeps them?

e) 
Election judges and workers assisting voters who have questions or problems voting.  Are the problems resolved and the votes recorded?  Record the time of any incident and, If possible, secure the names and contact information for any voter having difficulty with the voting process or equipment.)

4. 
Observers report to the county help desk any incident or sign of trouble as soon as it is observed.

5. 
When the polls close, all volunteers at the precinct observe and take notes on the recording of votes for each machine (including the number of votes for the various candidates) and how the ballots are transported to the county election center.  The best practice is to have the ballot transport done in the joint custody of two judges, representing opposing parties, so that nobody ever has sole access to the ballots, whether in paper or electronic form.  The best practice with precinct-count electronic systems, whether they are optical mark-sense scanners or DRE voting systems, is to print the vote totals on paper immediately after the polls close, before any modem connections are made to the outside world.  One copy of the printed totals should be posted, in public. A second copy should be included with the electronic record (the PCMCIA card, as used in Maryland), and only after these copies are printed should the voting system be connected to the telephone for modem transmission of the unofficial totals.

(The above is from Dr. Douglas Jones, who explains in “Confusion of Myth and Fact in Maryland,” cited in 1(a) above, “With conventional ballot boxes, putting the ballot box in the joint custody of two people was quite easy.  When the ballot box is reduced to an electronic format, a PCMCIA card, the entire concept of joint custody and observability begins to collapse. The PCMCIA cards used for this purpose in Maryland are the size of a playing card, and therefore vulnerable to sleight of hand manipulation. As a result, unlike conventional ballot boxes, it is almost impossible for an observer to see that the memory card inserted in the envelope for transport to the canvassing center is indeed the one that was pulled from the machine.... the memory cards used by Maryland's system are fully compatible with any laptop computer or PDA that has a PCMCIA slot; many do.  If someone had the inside knowledge needed to modify the contents of the memory card, the necessary technology is commonplace.  Furthermore, just as there is a risk of sleight of hand manipulation at the precinct, there is also such a risk at the canvassing center when cards are handled for uploading into the elections server. 

“The best practice ensures that observers can make their own record of the precinct totals in order to independently confirm that they are correctly incorporated into the canvass, and it ensures that a paper record as well as an electronic record are hand-delivered to the counting center, so that any corruption of the official electronic record by counting center computers can be defended against by reconciliation against the paper record.”)

Ben Scotch adds these security measures:

· Install all known security patches from the software vendor to the servers gathering and storing the voting tallies.

· Ensure modem access to tally servers is enabled only when uploads are expected, i.e., via voice notification over a telephone line between the precinct and the statewide information center; the number used for this purpose should be guaranteed not to change.

· Use best-practice authentication techniques, e.g., a smart card, rather than a user name and password for uploading results to the tally server software.

· In addition to parallel monitoring, random audits should be performed and observed to make sure that object code (executibles) certified by the state and Federal government are exactly the same as those used during elections.  There should be an observable baseline configuration and audit tools to ensure compliance with th baseline.   This step will only be possible where there is extraordinary preparation.

Additional after-polling considerations from the Campaign for Verifiable Voting in Maryland:

· If vote data is consolidated using one machine and saved on a memory card, is this a separate card, or is it the card that already has one machine’s data on it?

· Are precinct totals then printed for display at the precinct?

· What happens to the machines?

· What happens to the tabulated data memory card?

· Does the tabulation computer at the county has a serial number?  Is there a record of which software version is being run on the tabulation computer?  On the precinct tabulation machine?  On the individual DRE machines?  Who keeps the records?

· Is the county tabulation computer connected to an uninteruptible power supply in order to gain against loss of data in the event of a power failure?  Does the tabulation computer utilize internal or external hard drive(s)?  If so, are the drive(s) “backed up” on a regular basis?  Using what modality?  Who keeps these back-up records?

· By what means are the results forwarded to the State Board of Elections?  If transferred via modem, is there a secondary data movement path?  If so, is it compared to the original transmission to verify the accuracy?

· Is the SBE tabulation computer connected to an uninterruptible power supply, in order to guard against loss of data in the event of a power failure?  Does the tabulation computer utilize internal or external hard drive(s)?  If so, are the drive(s) “backed up” on a regular basis?  Using what modality?  Who keeps these back-up records?

· Are records maintained of the serial #’s and software version #’s used in the tabulation computer?  Where are they kept?  Who has access to these records?

· The memory cards from the individual DRE machines are the closest record to the actual voter’s choices.  What happens to these cards after the election?  What is the “chain of custody”?  How long are they retained?  Who has access to them?

Area 5 –  Election Day - Exit Polling and Action If Trouble Occurs
The following is from Jonathan D. Simon, lawyer and former political survey and exit poll analyst living in Cambridge, Massachusetts:

It will be essential on election night to have access to reliable information as to whether outcome-determinative "mistabulation" has taken place.   It will also be essential to have a response plan already in place if the answer is yes.  

High quality exit polls which ask the voters who they voted for historically have had a remarkable rate of accuracy.   

Given the purpose for which exit polls would be employed in the 2004 election – flagging results of DRE system voting which do not correspond to exit poll results and challenging an election if they do not – exit polls must be of the highest accuracy and also appear to be of the highest accuracy:

· The organization responsible for the polling must be publicly recognized and of the highest repute; 

· the methodology must be impeccable (oversampling where needed, paper trail “baseline” states must be included for comparison); and 

· simple scientific explanation of why the polls are valid must be prepared in advance, for both judicial and public consumption.

A media consortium of ABC, AP, CBS, CNN, Fox and NBC have formed the “National Election Pool,” which has appointed Edison Media Research and Mitofsky International as its sole provider of exit polls in 2004.  Given the overlap of principals, to many observers Edison/Mitofsky is little more than the VNS renamed.  Given the highly suspicious nonperformance of the VNS in our last election, it would hardly be prudent to rely upon Edison/Mitofsky to perform ably and honorably in 2004.

Therefore, exit polling must be done under the central auspices of a single cooperating entity and made immediately available to monitors at a command center, who will analyze the discrepancies between exit poll data and vote tabulations as they come in. 

The above is from Simon’s August 10, 2004 e-mail message and attachment to Nancy Matela of the Alliance for Democracy’s Save the Election Committee.  

Proposed communication and action in the event of mistabulation of voting identified by exit polling will be provided here at a later date.

Area 6:
Post-Election -- Counting Military and Other Absentee Votes

Task:

County team members observe and record all aspects of the process, names and positions of all counters and other observers and vote tallies.

Resources
Websites:

www.verifiedvoting.org
www.actforvictory.org
www.blackboxvoting.org
www.pfaw.org
www.truevotemd.org
www.verifiedvoting.org
www.actforvictory.org
www.blackboxvoting.org
www.pfaw.org
www.truevotemd.org
Articles:

"How They Could Steal the Election This Time "

by Ronnie Dugger; The Nation, August 16, 2004 issue

posted on www.truevotemd.org   www.truevotemd.org

Description of the Maryland Lawsuit – from the Campaign for Verifiable Voting in Maryland Website (www.truevotemd.org)
E-Voting Plaintiffs Appeal to MD's Highest Court;  National Organizations Weigh In
August 9, 2004. Lawyers from Kirkland & Ellis LLP who represent eight plaintiffs in Linda Schade vs. Linda Lamone and the Maryland State Board of Elections filed petitions with the Maryland Court of Appeals today seeking to force the Elections Board to either fix or decertify the controversial Diebold electronic voting systems as required by Maryland state law. 

California, Ohio, and other states have taken similar action recently, largely in response to a series of Maryland-commissioned expert reports that exposed widespread security and reliability problems with the nascent technology. 

Ryan Phair, lead attorney from Kirkland & Ellis, said, "The petitions filed today present the Maryland Court of Appeals with perhaps the last and only opportunity to avert the possibility of an electoral train wreck before it actually occurs." Phair added that "the State's position -- that Maryland needs to move forward with an illegal election because it is too late to have a legal one -- is simply indefensible." 

Linda Schade, plaintiff and Director of TrueVoteMD.org stated, "Across party lines, Maryland voters are demanding a paper trail for this November. It is evident that this case will ultimately be decided by the Maryland Court of Appeals. My hope is that it can be resolved quickly because the election is rapidly approaching and voters are asking -- pleading -- for protection at the polls."

More than a half-dozen national public interest groups, including Electronic Frontier Foundation, Common Cause, American Families United, Verified Voting and many others, have filed an amicus brief in support of the plaintiffs’’ petitions, indicating the significance of this landmark case in the growing national turmoil over electronic touch screen voting systems. 

Cindy Cohn of Electronic Frontier Foundation, a national legal expert on e-voting, commented, "Maryland can set an example for the entire nation by showing that it has heard the voters, and wants to respond quickly to their demands for a secure and accurate election in November." 

Note: On August 10, the case went to county court-ordered arbitration.  No decision was reached, and the Campaign for Verifiable Voting in Maryland has appealed to the next level. 





