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Part one of the Boulder County Logic & Accuracy test was conducted between October 20 and October 26, 2004.

Strong objections to the planned procedures were previously registered with both the Boulder County Clerk and the Colorado Secretary of State.

Election complaints filed with the Secretary of State have not been heard.  These complaints include a request to de-certify the HART InterCivic system.

On Friday, October 29, 2004, despite the unresolved issues and election complaints, and the fact that the system had not run LAT part-2, Boulder County Clerk, Linda Salas, authorized processing of the Early and Absentee ballots using the untested vote counting equipment.  Production continued through Saturday and Sunday.  Many problems were encountered while processing this work, including a determination that ballots were printed with identical serial numbers – creating a control problem – and that the systems were not reliable. 

Part two of the Boulder County Logic & Accuracy test began on November 2, 2004 at 6:30 a.m. and was never concluded.  The Colorado Secretary of State authorized the Clerk to proceed without completing the test.

Processing of real ballots resumed at some time between 3:00 and 4:00 p.m. on November 2nd.

Analysis of test results indicates that the HART InterCivic system is not suitable for production use.  

· The vote counting system tested is not the same as the vote counting system being used to count the real ballots.

· The same test when run on the same machine gives different results.  

· The same test when run on different machines gives different results.  

· One candidate’s votes varied by 6.25% from run to run.

· Counting results are not predictable and not repeatable.

· Computers crashed during the test.

· Detailed data needed to verify accuracy of counts is not available.

· Results of tests were artificially manipulated to achieve a predetermined outcome.

· Testers were forbidden from testing major components of the vote counting system.

· The system is totally reliant on the perfect performance of untrained operators.  This is not realistic.

· The system is intolerant of slight variation in input values and timing.  This is not realistic.

Following is a description of problems found in vote counts, and a diary recorded during the November 2nd test.  Attached is a spreadsheet that summarizes the differences within and between executions of the same test.  

	Line
	Contest
	Description

	2
	Setup
	There is no "Election ID" to identify which system is being tested.

	5
	Summary
	The total number of voters does not equal the number of ballots.

	6
	Summary
	The number of voters is incorrect for every jurisdiction See attached table. ALSO: All registered voters are eligible, not just Active voters.

	7
	Summary
	The "Precincts Reporting" counter has not been updated

	8
	Summary
	The number of precincts per jurisdiction is wrong for every race.  See attached table.

	13
	Everywhere
	4 ballots appear missing.  The system reports processing 218 presidential ballots, yet there are actually 222 ballots.

	18
	District Attorney
	Votes for Keenan vary on the same machine and across machines - unpredictably

	22
	District Attorney
	Under votes for district Attorney vary on the same machine and across machines - unpredictably

	28
	Commissioner-2
	Votes for Perlman are different on System-A part-1 from all other runs.

	29
	Commissioner-2
	Votes for Lang vary on the same machine and across machines - unpredictably

	32
	Commissioner-2
	Over votes are different on System-A part-1 from all other runs.

	33
	Commissioner-2
	Under votes vary on the same machine and across machines - unpredictably

	39
	Referendum-B
	Votes for YES  vary on the same machine and across machines - unpredictably

	40
	Referendum-B
	Votes for NO  vary on the same machine and across machines - unpredictably

	43
	Referendum-B
	Under votes for REFERENDUM B  vary on the same machine and across machines - unpredictably

	50
	Referendum 4B
	Votes for NO are different on System-A part-1 from all other runs.

	52
	Referendum 4B
	Over votes are different on System-A part-1 from all other runs.

	59
	Issue 1A
	Votes for YES are different on System-A part-2 from all other runs.

	63
	Issue 1A
	Under votes are different on System-A part-2 from all other runs.

	72
	Succeed Weber
	Missing counter for Over votes

	73
	Succeed Weber
	Missing counter for Under votes


DIARY LAT part 2  November 2, 2004 6:30 a.m.

Bill Eckert and I, Al Kolwicz, arrived as requested at the 33rd Street office at 6:30 a.m.  

Initially one sheriff’s deputy (Dumphy) and later a second deputy were in the room.  Having Dumphy there was intimidating, since he was the officer that was present for the Primary LAT – where charges against me were considered by the District Attorney.
After a while, Patty announced that she were going to start running the combined deck on each of the 8 scanner systems and direct the results into the EARLY voting totals.

Patty said that she could not tell us if they would run a combined total of all 8 machines thru the TALLY computer - as we had previously requested.
I tried to find out what system we were actually going to be testing, and whether it was in fact the system that would be used to count the votes for the real election.  No answers.
I explained why it was important that the three ballots that were removed from the GOP test deck should be restored.  The three test ballots cause invocation of the duplication board procedure, and we want to observe that the procedure works, and that duplicated ballots are counted correctly.  In the Primary, duplicated ballots were counted in the incorrect voting method, and made it impossible to verify the abstract of votes.  Our request was denied.

I asked who was gong to serve as the resolution board.  Don Hayden said that they were going to use a pre-determined set of answers to do resolution.   A handwritten sheet was shown to us at a distance.  I objected, since use of an “answer sheet” would compromise the test.

I asked for a precinct level report in the form of a data file.  In part-1 of the LAT, we were able to find problems using the precinct level report that were not found otherwise.  Patty said that she is only operating the machine and cannot make this decision.
There were three sets of reports lying on a table.

1. Zero reports for each jurisdiction and for the combined deck on System A dated October 24.

2. Zero reports for system-B thru system-H dated October 24.

3. Combined deck results for system-A through system-H dated Nov 1, 2004.  (218 ballots directed into the ABSENTEE voting totals.)

I asked how the differences between LAT part-1 results between machines were explained.  Patty said that they recalibrated the machines.  I said that this is maintenance, and asked if they had run tests following maintenance – as required by statute.  They said no. 
Processing of the real ballots was started on Friday October 29 and continued through Monday night November 1.  I explained that this appears to violate the statutes and the clerk’s test plan.  I explained that sequence of operations for LAT part-2 is:

1. Zero the equipment that is going to count the real votes

2. Enter the LAT on the equipment that is going to count the real votes

3. Accumulate the totals for the “LAT election”

4. Output LAT election results 

5. Compare the results of part-2 with part-1 and identify differences

6. If the results are not different, zero the equipment that is going to count the real votes

7. Begin counting the real votes

Patty said that the reason she cannot zero the counting system is because it contains votes from part-1 of the LAT.

I asked Linda Salas to tell us exactly what system we are testing.  What hardware, what software, what election definition, what database, what vote interpretation system, what vote counting system, etc.?  It appears to me that the system that we are testing is a simulation of the production system (a test version) and not the real system.  To prove my point, I showed Salas the St. Vrain votes that were counted in the Democratic test deck report.  These St. Vrain votes disappear when the Democratic test ballots are combined with the other test decks.  
I asked to verify what equipment/software we were testing.  My request was denied.
7:32 a.m. - Patty unsealed the red box of test ballots.  The seal on the box was #32244.  The log indicated that the box was sealed October 26 and signed by Don Hayden (alone).  There was no time indicated, but Hayden said it was sealed about 6:30 p.m.  

Salas showed a report from the red box dated October 25 9:17 p.m.  It was not explained why the box remained unsealed for 21 hours after this report was printed.  I do not know if the Republican test ballots were modified.

After much prodding, the administration finally admitted that that the LAT was to be conducted using a test data base, not the production database.  I asked Salas to confirm that the law requires that the counting system be zeroed before running the test.  I asked her for a copy of the Colorado Statutes.  She did not provide them.

The plan was to run the October 25th combined test deck on each of the 8 Ballot Now computers, write the cast vote records from each Ballot Now computer on a separate mobile ballot box, import the cast vote records into the TALLY computer, and prepare a report for each of the Ballot now machines.  The Party representatives will compare each new report to the corresponding October 25th report.
Salas directed staff to proceed with the test, which they did.

7:45 a.m. – Patty and Tim scanned the LAT deck.  All 922 pages were REJECTED.  They explained that the rejections were due to incorrectly set program options.  They quickly changed options and I could not see what they did.  
I briefly saw the program options screen and think it said:

1. Scanner setup 

2. Ballot print

3. Ballot resolve

4. Disallow duplicate ballots

5. Disallow incomplete ballots

6. Landscape mode – letter size

The availability of these switches is supposedly under “administrative mode” control.  However, this means that the mode we are testing is administrative mode, and not production mode.  This compromises this test, unless production is going to be run in administration mode, in which case there is a serious exposure to newly trained operators making mistakes with volatile administrative options..

I asked if the setting of these switches is logged into a security journal which I would like to see so that I can make sure that the canvass board will be able to know what settings were used for the production work.  Request denied.
The existence of the option to “allow” duplicate ballots is a major security defect.  A person could intentionally or accidentally run the same ballots through the system more than one time.  Also, forged ballots could be counted.

I also saw that there are batches of ballots in the database including the part-1 LAT ballots, and several other batches.

Patty and Tim physically rescanned the ballots.  

8:18 a.m. – Tim announced that 222 ballots were processed with NO REJECTS. 

The system showed that the LAT was assigned BATCH #7.  This means that there were 5 batches in the system in addition to LAT part-1 and part-2.  I guess these are the production batches that have been read into the system starting Friday.
In a side conversation, Linda Herod, the HART representative, told me the each Election Definition has a unique ELECTION-ID.  It is printed at the bottom of some reports.   
· 086T is the ELECTION-ID for the “test” Election Definition

· 086   is the ELECTION-ID for the “production” Election Definition.

This confirms it.  We are not testing the production system.

8:40 a.m. – Patty had gone ahead and was alone, scanning on System-C.  She had to reboot the machine.  I asked why.  Herod and Patty explained that the system shut down (crashed?).  Patty said this happens if the operator enters a command before the system is ready.  (This suggests that the software has a design defect and is susceptible to a race condition based on the speed of the computer operator.)  I asked if the reboot is marked in a book.  Patty said no, the reboots come up in the audit log.
The system is running on Windows 2000 PRO - Built on NT © 1985-1999.  This is not the current version of the operating system and it contains many known errors.
The screen shows that there are two election definitions in the system: “086” and “086T”.
“Public counter” reads 544, and a “Private counter” reads 7855.

It looks like there are 4 batches in system-C.  Patty would not slow down for me to see.

Patty created a new folder - “Nov 2 2004 LAT Reports”

And a new file - “EV Nov 2 2004 LAT Cumulative System C”

Herod confirmed that ballots were processed over the weekend.  They Scanned, Resolved, but did not write cast vote records to a mobile ballot box.  
Herod said that there is no counting done in the scanner equipment.  
Herod confirmed that the votes are actually COUNTED in the TALLY machine, not the Ballot Now machines.

Without testing the TALLY computer, we won’t have tested the vote counting equipment.  We are only testing the vote preparation process, which is only one part of the vote counting system.   We are NOT TESTING the vote counting equipment. 
8:57 a.m. – Patty is scanning on system-D.  Tim then runs the batch and gets 221 ballots ACCEPTED and 4 REJECTS.  

· Serial-1 
UNIDENTIFIED FORM (Page 0, Image 851)

· Serial 1125 
PAGE OUT OF ORDER ( Page 5 and 6, Image 853)

Tim scanned ballot 1125 as a new batch with 1 ballot – BATCH#6.  The other five batches in system-D are identified as Absentee, Election Day, Election Day, Election Day, Early.

I asked Tim for an explanation of what happened when the ballots were REJECTED, but none was forthcoming.  “Unexplainable.”

People have been coming into the room.  The noise level is increasing.

9:10 Patty is scanning at system-E.

9:18 – Patty is scanning at system-F.  A message, “Wizard Found New Hardware” popped up.  I asked Patty for an explanation. She said, she does not know.  It simply happens sometimes.  Tim added that it just pops up from time to time. 

This could be a rogue program that is able to compromise the election data.

9:25 a.m. – Tim is scanning on system-G.  The hardware Wizard popped up.

Patty is processing the ballots on system-F.

Tim processed the ballots on system-G.  Got errors:

218 Ballots ACCEPTED

14 Images REJECTED

Ballots 1133-1136 - Images 899-912

Attached is a copy of a report showing this error.  Note that the report indicates that page 2 is missing for ballot # 1133.  This does not make sense since page 2 it is on the reverse side of physical page 1 of ballot #1133 which is not missing.

(I wonder what other programs might be running on these machines.  I’d like to see a Windows Task Manager display.)

Tim tried to rescan 1133-1136 into a new BATCH#10.  Nothing happened.  Tim explained that the scanner lamps go out and you have to press the green button again if the timing is not just right.

Eventually a message: 24 pages,  4 ACCEPTED 0 REJECTED.  

9:50 a.m. – Patty and Tim scanning into system-H.  

BATCH#8.  922 pages, 222 ACCEPTED, 0 REJECTED

9:59 a.m. Tim at system-A is setting working with a switch.  He explained that the switch controls a timer on the printer for power save.  

9:59 a.m. Patty and Tim said they were taking a break.

During the Primary LAT, Linda Herod told me that the PRIVATE counter was a lifetime counter.  Clearly this is not true.

Bill Eckert recorded the values on the PUBLIC and PRIVATE counters as follows:

	System
	Public before test
	Public after export to MBB
	Private before
	Private after

	A
	544
	766
	1043
	1265

	B
	544
	000
	5139
	?

	C
	544
	000
	7855
	8077

	D
	544
	766
	7262
	7484

	E
	544
	000
	545
	6767

	F
	544
	000
	8155
	?

	G
	866
	000
	5560
	5782

	H
	544
	766
	5864
	6086


The data in the table is not synchronized since it was collected at various times during the day.  But, it does indicate that there were more than 222 ballots in every system before we began – in fact it says 544 or 866 before we began.  There is no explanation for this.

The 222 difference in Public counter values between the first and second readings of A, D, and H might be due to cast vote records being written to the MBB.  
What the 000 values indicate is a mystery, but might represent what happens when computers are switched from the test system to the production system.  

Eckert has experience performing various tasks on the production work.  He reported that the totals on the paper “Ballot Tracking Log” (sample attached) for production ballots does not always match the scanner totals.  The workers are instructed to “change the paper to match the machine”.

10:27 a.m. – Tim and Patty returned.  Herod was nearby.  I asked her to tell me again about the pubic and private counters.  She told me to go read the RFP on the Internet.  I asked for an Internet terminal so that I could read the RFP.  Tim volunteered that he thinks that the public counter is advanced when records are written to the MBB,
Tim and Hayden were at system-A preparing to resolve.  Kim and Issy were to serve as resolution board.  

Before starting, I asked for confirmation that the options and settings used for the test will be identical to the options and settings that will be used for production.  

Instead, Nancy Jo explained that production procedures will be different than the procedures used for the LAT:

She provided a handout that is given to resolution board members for production work.  The resolution board for the test will not use these production resolution rules.  Instead, the test will be conducted using pre-canned resolution board decisions.  I objected because this will not test the ability of the SYSTEM to count votes correctly.  
I also objected to the instructions in the handout because the resolution board is being instructed to judge ballots based on what a faulty computer decides rather than attempting to capture the voter’s intent as required by law.   

I explained that it is vital that we test the resolution procedure because the recount procedures require that the initial resolution decision is not revocable.  If it is wrong the decision will stand.  We must verify that resolution is accurate.  
11:00 a.m. – I asked Nancy Jo for a TOTAL report that totals the votes from the 8 Ballot Now systems.  She told me that such a report exists and that she will definitely get one for me later.
Despite repeated requests that the LAT include testing of the TALLY vote counting equipment, the LAT never tested the ability of the TALLY computer to consolidate votes from the several Ballot Now computers.  We were never given the data needed to verify that the TALLY system is accurate.  What is needed is a computer file containing the details of the counts at least to the precinct level (absentee, early, and precinct) that can be compared by computer to the October 25 file of results.  Under and over votes must be reported at the same level of detail.  Tests for duplicated, emergency and provisional ballots must be authorized or we cannot attest to the accuracy of the system.

To be a real test, we must be able to compare the results of each individual ballot to its original ballot image.
11:20 a.m. – Tim and Don and the resolution team were at system-A.  Patty was at system-B.  Patty was reading aloud to the testers the answers that the resolution board had given during the October 25/26 execution of the test.  The testers used this data to make the resolution board decisions.  

This is like giving the answer sheet to the people taking a test.  Patty was disclosing to Tim how votes were decided during the first part of the LAT and how they were to resolve each questionable vote in order that the computer would get the same answer.

If the October 25 resolution was incorrect, then the November 2 results would be artificially forced match the incorrect October 25 results.  The purpose of the test would be defeated.  The error would not be discovered.  The idea of independent verification would be destroyed.

I objected because this was like cheating.  It was destroying any chance of verifying the accuracy of the vote counting SYSTEM.
11:33 a.m. – The team on system-A finished the resolution and wrote the cast vote records to the MBB.  They carried the MBB to the TALLY machine.
I was not permitted to get close enough to the TALLY machine to read the screen.

After they processed the MBB, I did move up where I could see the screen and saw the following:

Precincts 322

Total Early 0

Total Election Day 0

Total Absentee 57

Total MBB 95

Read success 6

Tabulated 5

Compiled/rejected 0

Ballots

Read 444

Tabulated 222

I also peeked at the paper on the printer log.

11/1  21:40  
00:00:06  … Database 041021-16510

What was run on this machine November 1 at 21:40??  We did not zero this machine.

Tim and Patty were checking the results on the screen.  They would not permit me to see.  They were comparing the results in the ABSENTEE column to the results in the EARLY column.  They were checking the results of LAT part-1 against LAT part-2 before they gave the results to the Party representatives.  This is BAD testing procedure.
They printed a report for the Party representatives.  Bill and I carefully compared the results of the report against the October 27th printouts that Halicki had given me.  There were many differences which we hand marked onto the report.

I gave Nancy Jo our marked up report.  There was nothing else to do while the team resolved the ballots on system-B.
12:35 a.m. – Bill and I left for lunch.

1:20 p.m. - Bill and I returned from lunch.

1:35 p.m. – Patty on system-D.
1:40 p.m. – We were given the report for system-B.  We started to check.

2:10 p.m. – We were given system-C and system-D reports.

It was too noisy to work, so we asked Nancy for a quieter place and she took us to the employee break room.

2:37 p.m. – Completed system-B and started to check system-C.
GOP chairman David Leeds came in.  We explained where we are and what we are doing.  We showed him the number and types of differences between results.  

David went away and returned to inform us that the Secretary of State has directed the Clerk to go ahead and use the equipment for production.  GOP problems will not be addressed.  GOP approval will not be required.
Sometime in here Nancy brought in the reports for system-E and system-F.
3:52 p.m. – Nancy brought in the system-G report.
3:55 p.m. – Nancy brought in the system-H report.

4:40 p.m. – We completed comparison of system-H.

I left to vote, and to analyze the results of the test.

The results of LAT part-2 analysis are attached.

8:40 p.m. – I hand carried a copy of the preliminary results to David Leeds at the county.

In front of Leeds and Wurl, Tom Halicki asked me to leave.  I told him that I was conducting the LAT and that I am the party’s canvass board member.  Halicki said that the LAT is over and asked me to leave -- which I did.
Following is a table showing some of the differences in the Election definition between the test and production systems.  This table combined with the chart in the attached spreadsheet summarizes the differences in test results.
	Test vs Production Election Definition
	Test
	Production
	Difference

	Precincts
	230
	318
	-88

	Total Registered Voters
	161,479
	176,224
	-14,745

	Boulder County-All Precincts
	 
	 
	 

	Precincts
	227
	316
	-89

	Total Registered Voters
	161,479
	176,140
	-14,661

	City of Lafayette
	 
	 
	 

	Precincts
	19
	24
	-5

	Total Registered Voters
	12,333
	13,245
	-912

	City of Longmont
	 
	 
	 

	Precincts
	54
	54
	0

	Total Registered Voters
	37,990
	41,021
	-3,031

	City of Louisville
	 
	 
	 

	Precincts
	18
	18
	0

	Total Registered Voters
	11,153
	11,849
	-696

	Eldorado Springs Local Improv Dist
	 
	 
	 

	Precincts
	2
	2
	0

	Total Registered Voters
	184
	193
	-9

	Gold Hill Fire Protect Dist
	 
	 
	 

	Precincts
	5
	5
	0

	Total Registered Voters
	242
	255
	-13

	Knollwood Local Improv Dist
	 
	 
	 

	Precincts
	2
	2
	0

	Total Registered Voters
	89
	95
	-6

	Louisville Fire Protect Dist
	 
	 
	 

	Precincts
	26
	39
	-13

	Total Registered Voters
	11,906
	12,640
	-734

	RTD Director-Dist I
	 
	 
	 

	Precincts
	82
	140
	-58

	Total Registered Voters
	59,623
	64,099
	-4,476

	St Vrain School Dist
	 
	 
	 

	Precincts
	79
	104
	-25

	Total Registered Voters
	51,139
	54,852
	-3,713

	State Rep-Dist 10
	 
	 
	 

	Precincts
	57
	64
	-7

	Total Registered Voters
	38,870
	43,765
	-4,895

	State Rep-Dist 11
	 
	 
	 

	Precincts
	56
	75
	-19

	Total Registered Voters
	41,583
	44,645
	-3,062

	State Rep-Dist 12
	 
	 
	 

	Precincts
	48
	87
	-39

	Total Registered Voters
	34,697
	37,220
	-2,523

	State Rep-Dist 13
	 
	 
	 

	Precincts
	53
	66
	-13

	Total Registered Voters
	35,833
	39,141
	-3,308

	State Rep-Dist 33
	 
	 
	 

	Precincts
	13
	24
	-11

	Total Registered Voters
	10,441
	11,369
	-928

	State Senate-Dist 17
	 
	 
	 

	Precincts
	92
	162
	-70

	Total Registered Voters
	66,169
	73,229
	-7,060

	State Senate-Dist 18
	 
	 
	 

	Precincts
	108
	116
	-8

	Total Registered Voters
	74,170
	82,556
	-8,386

	Town of Erie
	 
	 
	 

	Precincts
	6
	10
	-4

	Total Registered Voters
	3,787
	4,050
	-263

	US REP Congress-Dist 2
	 
	 
	 

	Precincts
	170
	237
	-67

	Total Registered Voters
	121,184
	132,706
	-11,522

	US REP Congress-Dist 4
	 
	 
	 

	Precincts
	57
	81
	-24

	Total Registered Voters
	40,295
	43,434
	-3,139


AlKolwicz@qwest.net

November 5, 2005

Republican Party Representative
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