Boulder County Logic & Accuracy Test Report – Preliminary

November 2, 2004 General Election


Overview
Electronic vote counting equipment must be tested before and after it is used for an election, according to Colorado law.  The test is called a Logic & Accuracy Test.  The purpose of the LAT is to ascertain that [electronic vote-counting equipment] will accurately count the votes cast for all offices and ballot issues. (Emphasis added).  
Boulder County Vote Counting System

Boulder County uses HART InterCivic vote counting equipment.  (See attached System Diagram.)  Ballots are batched as early, absentee, precinct, emergency, duplicated, and provisional ballots.  The equipment consists of 9 stand-alone machines.  Eight of the machines are used to scan ballots and record their images onto a disk file.   Software reads the ballot images from the disk file and decides which ballots can be interpreted by the computer, and which require human intervention.  The computer may or may not make a correct decision when it decides it understands what a voter intends, and there is no provision for determining what the computer decided.  Human intervention is supplied by a “resolution board” consisting of one person representing the Democratic and one the Republican Party, and a computer operator.  The resolution board examines a displayed copy of a questionable vote on a ballot and decides what the voter intended.  The board instructs the operator to mark the ballot according to their decision.  The operator procedure is complex and there is no paper trail.  When a ballot is damaged, the entire multi-page ballot is physically removed from the stack and sent to a bi-partisan “duplication board” where the votes on the original ballot are transcribed onto a replacement ballot.  The original ballot is marked “spoiled” and the replacement is sent back to be scanned and counted.  When ballots have been “resolved” the resultant votes are written to a portable storage device.   The 9th machine – the TALLY machine – imports the data from these portable storage devices, counts the votes from all of the portable devices, and reports only the highest level summary of election results.

The meaning of “counting”

The meaning of “counting” is potentially ambiguous.  We understand counting to mean the process of verifying the security of cast ballots, interpreting the votes on these ballots (including over and under votes), duplicating damaged ballots, verifying the interpretation of votes, verifying that all eligible ballots and only eligible ballots are processed, accumulating the resultant votes by precinct and by grand total, and verifying the vote counts and system security.
What must be tested?

Because of the complexity of the vote counting process using the HART system, there is a difference of opinion as to what is to be tested.  We believe that the intent of the test is to verify that the votes cast by the voter are the votes that get counted – that no votes are lost, added or changed.  Since the system is complex, this requires tests to demonstrate that lost or contaminated batches can be detected, batches cannot be counted more than once, computer and resolution board interpretations of votes are consistent, ballot duplication is accurate and secure, exported votes are not lost, changed, or processed more than one time, and the total hardware, software, people system accurately counts the votes cast for all offices and ballot issues by precinct and by voting method.

When must tests be run?

The law requires that, “The electronic equipment shall be tested at least three times, once on the day before the election, again just prior to the start of the count on election day, and finally at the conclusion of the counting.”  Because of a revision to the law, vote counting is permitted to begin as early as ten days before Election Day.  Since it would destroy work in process to zero the counting machine after counting had begun, we understand the law to mean, “once on the day before counting begins, again just prior to the start of counting, and finally at the conclusion of counting.”

What is the process?

Representatives of the major Political Parties and the special districts are the people responsible for testing the system.  The process for each of the three parts of the test is described below.
Part-1

During part-1 of the Logic & Accuracy Test, Party and special district representatives prepare test ballots.  These test ballots are processed through the empty vote counting system and results are recorded.  A hand count of the votes on the test ballots is compared against the computed results.  In Boulder County, part-1 was conducted from October 20 through October 26, 2004.  Differences between hand counts and computed results , as well as differences between results from one machine to another, remained after the test was stopped.
Part-2

Part-2 of the test is to occur immediately before the vote counting equipment is used to process the real votes on the real ballots.  The equipment is cleared, the part-1 test ballots are processed, and the new results are recorded.  The results from part-1 are compared against the results from part-2, and if they are identical, the equipment is again cleared and real ballot processing is initiated.  In Boulder County, part-2 did not occur before vote counting equipment was used.  Instead, a “simulation” of the production system was offered for test on November 2, 2004 -- four days after production had begun.    The “simulated” LAT discovered defects and was terminated before the test was completed.
Part-3

Part-3 of the test is to take place after all vote counting is finished.  This can take place once the canvass board is ready to approve the results of the election.  (The canvass board probably ought to see the results of this test before certifying the election.)  The real election results are saved, the equipment is cleared, the part-1 test ballots are again processed, and the new results are recorded.  The results from part-3 are compared against the results from part-1 and part-2, and if they are identical the equipment is declared to have passed the test.  It is unclear if part-3 will be conducted for this election in Boulder County. 
Boulder County Logic & Accuracy Test Results
Two reports are attached to this overview.  These reports detail many of the problems discovered during the LAT.  Based on the facts learned during the test, Boulder County’s vote counting system should not be relied upon for conducting real elections.
1. The Colorado Secretary of State’s office and the Boulder County Clerk & Recorder’s office failed to perform their duty to protect the purity of the election.  Election complaints wee ignored.  Arbitrary and wrongheaded decisions were imposed upon legally appointed representatives of the political parties.  Elected officials are protecting each and the vendor other rather than protecting the public.

THE COLORADO LEGISLATURE SHOULD PROVIDE FUNDS FOR THE PROFESSIONAL DEVELOPMENT OF A SPECIFICATION OF REQUIREMENTS FOR SECURE, ACCURATE AND VERIFIABLE ELECTIONS THAT PROVIDE FOR STRICT ENFORCEMENT AND MAXIMUM TRANSPARANCY.  

STATUTES SHOULD BE REVISED TO ELIMINATE AMBIGUITIES, AND TO ENSURE THAT EVERY STEP OF THE ELECTION PROCESS IS SECURE, ACCURATE AND VERIFIABLE.
2. Testing Standards and the Independent Test Authority that certified the HART InterCivic system failed to perform at the level required to protect voters.  

THE COLORADO LEGISLATURE SHOULD PROVIDE FUNDS FOR THE DEVELOPMENT OF ELECTION SYSTEM STANDARDS AND ELECTION SYSTEM TESTING QUALITY.
3. The system provides no way to verify that votes cast by a voter are kept secure and accurately counted.  The computer automatically interprets votes and does not allow any person to know what the computer decided.  For those instances where the computer permits the resolution board to decide a vote, there is no way to verify that the resolution board’s decision is accurately recorded by the computer. 

UNTIL THE SYSTEM IS MADE VERIFIABLE, IT SHOULD NOT BE USED.

4. The Logic & Accuracy Test was never run on the systems that were actually used to count the real votes.  Instead a test system was tested.  The test system had different precincts, different voters, and different election definition.  This is not an appropriate vehicle for performing a production-level test. 

THE LAT SHOULD BE RUN ON THE COMPLETE (EQUIPMENT, PROCESS, AND PERSONNEL) AND ACTUAL SYSTEM THAT WILL BE USED TO COUNT THE VOTES.
5. The TALLY system, which accumulates votes from the 8 ballot preparation systems, was not tested at all.  No test was made to verify that the TALLY system can accurately count votes from absentee, early, precinct, provisional, emergency and duplicated ballots. No test was made to verify that the ballots and votes from every precinct were counted correctly.  No test was made to verify the system can detect duplicate and missing ballots.  There was no capacity test.  This is inexcusable.

THE LAT SHOULD INCLUDE TESTS FOR ALL PRECINCTS, ALL CONTESTANTS, AND ALL BALLOT SOURCES.

6. Precinct level reports and/or data files needed to verify the counts were not provided.  Consequently it is not possible to verify the results.

COMPUTER FILES NEEDED TO VERIFY THAT INDIVIDUAL VOTES ARE CORRECTLY INTERPRETED MUST BE AVAILABLE TO THE TESTERS AND THE PUBLIC.

7. Votes are not consistently interpreted.  As a consequence whether or not a vote is counted as the voter intends depends on which machine the vote was processed and which board made a resolution decision.  Resolution board members are required to interpret votes according to the computer’s behavior rather than according to the voter’s intent.  The system appears to violate requirements that ballots be inspected to determine the voter’s intent – where possible. 

VOTERS MUST BE PERMITTED TO VERIFY HOW THE COUNTING SYSTEM WILL INTERPRET THEIR VOTES, BEFORE THEY CAST THEIR BALLOT. 
8. Boulder County’s HART InterCivic vote counting equipment failed to pass LAT part-1.  Details of the problems and defects are summarized in the attached Logic& Accuracy Test Part-1.  Among other things, when the identical test ballots were processed on each of the 8 vote counting machines, the number of votes counted varied from machine to machine.  Even when the human element was removed, the variation persisted.  These variations were not repaired before the equipment was approved for production.

STANDARDS FOR COMPLETION OF PART-1 MUST BE DOCUMENTED.
9. Boulder County’s HART InterCivic vote counting equipment also failed to pass LAT part-2.  Details of the problems and defects are summarized in the attached Logic& Accuracy Test Part-2.  During the “simulated” part-2, when the identical test ballots were processed on each of the 8 vote counting machines, not only was there variation from machine to machine, but in addition, the number of votes counted on the machine during part-1 was different than the number of votes counted on the same machine during part-2.

STANDARDS FOR COMPLETION OF PART-2 MUST BE DOCUMENTED
In addition, the LAT discovered problems that should have alerted management to question the system’s security, accuracy and verifiability.  Examples are:
1. Ballots are printed with a non-removable serial number – which violates Colorado’s constitutional guarantee of a secret ballot.  Serial numbers printed on ballots must be printed on removable stubs.  Serial numbers required by counting equipment should be added to the anonymous, unidentified ballot after it is cast by the voter.   

2. During the “simulated” part-2, machines crashed.  Behavior was erratic.  The system is hyper-sensitive to minor variation in operator procedures and ballot alignment.  The Windows 2000 operating software contains known problems.
3. The system itself is not secure, and is subject to unrecoverable and undetected operator error.  The system permits inexperienced operators to change options that can change the results of the election.  Unrelated programs pop up and start running.  
4. Officials refused Party Representative’s request for copies of test ballots.  Consequently, there is no way to reevaluate the expected results.

5. Officials denied Party Representative’s request to select the blank test ballots, and refused their request to use computers to develop the tests.

6. The system makes decisions that are not disclosed to the resolution board or to election officials.  These decisions cannot be overridden by the resolution board.  
7. Because of Colorado’s faulty recount law, erroneous interpretations of votes made during the original count cannot be corrected during the recount.

8. The equipment does not follow its own rules for detecting and counting votes.  A substantial mark inside of a box is not always detected by the equipment.

9. Ambiguity and disagreement over the objectives of the test and the meanings of words must be resolved.

Details of the Logic & Accuracy Test part-1 and part-2 and a diagram of the vote counting system are documented I the attached three documents:

BOULDER COUNTY LOGIC & ACCURACY TEST PART-1
October 20 – October 26, 2004

BOULDER COUNTY LOGIC & ACCURACY TEST PART-2
November 1, 2004 – terminated
Boulder County Vote Counting Systems Diagram

This report is preliminary, and has been released as is in order to get the information out.  It has not undergone a careful review.  Please overlook any errors that remain in the documents.
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