Report of Logic and Accuracy Tests for the 2008 Primary, Eagle County 7/14/08-7/16/08 
 (pursuant to the following SOS rule regarding Logic and Accuracy Testing:

11.5.3.8.8 The Testing Board and the designated election official shall sign a written statement attesting to the qualification of each device that was successfully tested, the number of the seal attached to the voting device at the end of the test, any problems discovered, and provide any other documentation as necessary to provide a full and accurate account of the condition of a given device.

Executive Summary:
1) The Ballot Now software installed in Eagle County has a version which does not appear to match the serial number of the version certified (with conditions) by the SOS in the December 17 findings.
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Dear John,
Hart InterCivic is seeking certification of our Hart Voting System. The following are the
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Above is an image of the components for which certification was requested… below is the version tested: [image: image2.jpg]atabase Audit Log - Unofficial Test
an Primary Ballot - Eagle County, Colorado - 8/12/2008

Code Description Detail
AM 88 Initialize New Election Election ID 75, Mode Test
AM 5 Open Election Election Id 75, Mode Test
AM 42 Voter Counters Pub: 000000 Pvt:000000023
AM 43 MBBID MBB ID: 41, Present: YES
AM 45 Security DB Version 3.00.00
AM 46 Database Version 3.00.00
AM 47 Ballot Now Version 3241
AM 48 BNIP Version 3.241
AM 87 View Report ElectionReport
AM 14 Preferences Scanner:i660, Disallow Dups.:YES
7AM 14 Preferences Disallow Incomplete Ballots:YES
7AM 14 Preferences Use Ser # YES,Use Stubs:NO




2) A hardly visible smudge of toner over target areas of a contested race, in conditions of a voter intended undervote, may cause a vote to be recognized without potential for review by the resolution board.  This condition would not be correctable in the initial count by election judges and ought to be pre-scanned for  as required by the conditions for re-certification as recommended by the test board and issued by the SOS on 12/17/07 for Hart. In any case it must be certainly be watched for in any close-election recount.  Human beings will be needed to find this condition, as this LAT proves that the Hart Ballot Now is incapable of consistently making the distinction between a smudge and a vote.
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The grey in the above printout is also grey on the screen… it indicates the machine interpretation of a vote…
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Alternatively, above are three correctly interpreted undervotes including the case of a smudge in the three way race- green indicates that autoresolution has found an undervote… note the smudge marks here are very much like what is in the previous image.
3) A fold can cause the appearance of a mark which if it coincides with a target area would likely cause a vote to be interpreted in place of an intended undervote or an overvote to be interpreted where a vote was clearly intended.  In case of an intentional undervote being interpreted as a vote, according to current rules as described by the County Clerk, the resolution board cannot take action during the initial counting process to correct this circumstance.  Note that on the ballot this fold mark is not obvious to the naked eye (unlike how visible it is in the resulting scan).  This mark would be unlikely to be seen in a human pre-scan (but could be eliminated by making sure there are never folds intersecting a target area or its immediate surrounding- such as this example is dangerously close to.  In Eagle County, due to prior experience, we are sensitive to the failure modes which are present when a fold bisects two competitors’ target areas or actually crosses a target area.
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4) A few pen point dots can be interpreted as a vote, while similar marks are also elsewhere interpreted as undervote. Here is an example where the green overlay indicates that the interpretation by Hart autoresolution was undervote, whereas the slightly marked target for Shaffer (on the left) is interpreted as a vote, as indicated by no color overlay:

[image: image6.jpg]LU

£Balbt 1100011010017

[T

REPRESENTATI 10 1 NTEB SATES

TBalbt




[image: image7.jpg]Vvl B el 8] 2]

UNITED STATES SENATOR
Vote for One

1 Bob Schaffer

[contest voteor 1





In the expanded view, grey indicates resolution as a vote.

5) A slightly mis-centered but clear mark of an intended vote such as a check mark may be interpreted as an undervote in auto-resolution and will not be correctable (under current rules) by the resolution board.  In this case, the autoresolution of undervotes will prevent the resolution board from looking at the contest and finding the intended vote.
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Note in the above Stavney race, the County staff team marked this ballot as an intended vote, but Hart autoresolution interpreted it as an undervote, as with the Runyon contest.  Ballot Now misinterprets even this mark which intersects the target area twice.  Because this is interpreted as an undervote, under rules as we understand them, election judges will not initially be able to count this vote in this contest on the ballot.
6) The extra methods used and time taken during the LAT allowed recognition of the reason for each discrepancy such as that caused by the mis-centered check mark.  Under election conditions, such an error would not likely have been noticed, and if accidentally noticed (as it was in the LAT) could not have been (under existing rules) corrected.  This strongly  suggests the need for very different handling of the scanning and interpretation and duplication of ballots prior to and during any close election margin recount and emphasizes the absolutely critical need for paying significant attention to recount and the participation of human interpretation of the ballots in that process.
7) In autoresolution an  overvote can be incorrectly interpreted as an undervote and escape the resolution board.  This has no direct affect on the outcome of an election, unless the cause of the overvote is not from voter intent, and instead from a stray mark.  The fact that this misinterpretation can take place calls into question the decision to disallow election judges from observing and correcting undervotes in the original counting process and puts additional pressure on the voting system to handle small victory margin races with considerable and careful human intervention. In the below image the two races were originally marked in green- for undervote.
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8) The LAT was conducted (by necessity, apparently) in “test mode”.  Eagle County LATs in the past have been largely conducted in election mode as common sense dictates. Test mode clearly avoids certain operations  and conditions which are present in elections particularly within the software.  None of our paper ballot scans were flagged as “absentee” source in Ballot Now testing, even though probably majority of paper ballots will in the election be flagged this way.  Some optical scan ballots were flagged as “precinct” but the tally of these ballots was not officially checked.  For optically scanned paper ballots, only “early voting” source was selected for the test.  Further, the ballots tested did not have the removable tab which actual election ballots do have.  This may result in some unanticipated differences in scanner handling or there might be differences in manufacturing of ballots which result in differing outcomes in the election tally.  Ideally all logic and accuracy testing would be done under as close to election conditions as possible.  In conforming to this principle, we are folding and simulating the mailing of half of the Democratic test ballots which has proved in the past to have significantly improved the test.
9) Given that this is the first election experience with the Hart Ballot Now System in Eagle County, this LAT is in reality standing in for an acceptance test of this system.  Ideally in such an acceptance test all interactions of the election materials and procedures and devices actually to be used in the election would be tested to anticipate any unexpected conditions or incompatibilities.  In fact, within the Ballot Now optical scanning subsystem we found numerous unanticipated conditions which required research and correction and additional understanding assisted by Hart. The LAT was invaluable in preparing the Eagle County election team for the upcoming election.  However, not all systems and procedures were tested during the LAT.  SCORE was not involved  even though SCORE will be called upon to provide signatures for verification of mail-in ballots and will be required to record the status of each voter as his/her ballot passes through the system… etc.

Extended description of the Eagle County 2008 Primary Logic and Accuracy tests:
Three testers  appeared  for  testing… Harvie Branscomb (D),  Carole Onderdonk (D),  Mike Barca (U).

No representatives of Republicans appeared, but one county staff person who is R was asked to help.  Also present were Pat Madgizuk and Helen Lindow, election staff, and Teak Simonton, Clerk.

Dems were provided 30 Republican and 30 Democratic TEST ballots produced by HART, one from each precinct and each party to test.  The testers were instructed to mark ballots with blue and black ball point only, but after arguing the point, allowed to use felt tip and pencil as well…  no colors were initially allowed.
A discussion which ensued at this point related to whether it is important to know what colors of pen are effective for voting, and what will trigger the optical scanner software to request reconciliation rather than just ignoring and misinterpreting these marks. The Clerk reports that humans such as election judges will not be allowed to look at, duplicate or sort ballots prior to scanning, although we were told this will not be carried to an extreme (the application of substances such as mustard, whiteout and materials which would damage the scanner will result in ballot duplication, we are told).   Since the scanner  either does or does not respond to these different colors, there is no way to effectively use the information which could be obtained from a test with colored writing instruments- noting that the State tests which may have covered this topic remain secret due to supposed redaction of intellectual property.  It was determined empirically that red pens do not cause a problem for the Kodak i600 type scanner, fyi.  Note: subsequent to the LAT but prior to the completion of this report, the Dept. of State published records of the re-certification tests but due to the format and extent of these documents it is very difficult to learn from these documents – they ironically have to be read by hand and cannot be understood or scanned by machine.)

TEST ballots look like real ballots except :   1) the ID of the election and related bar code are different…  2)  there is no tab on the edge of the ballot with voter related number to be removed by election judges;  3) the ballots are not machine folded and inserted in envelopes prior to deliver to the County.

TEST ballots were marked to include over and undervotes (only two ballot styles of the four have a contested race… a race with three candidates- CD2 Congressional).  TEST ballots were marked with a variety of pens and marking styles including some very light and some very heavy.  Some ballots were smudged by finger and by abrasion against adjacent ballots or envelope material.  Half of the ballots were folded as close as humanly possible to the way the real ballots are folded, stuffed (some in the outgoing configuration and some in the return configuration) and then run through the County envelope sealing and postage stamping machine to simulate treatment in the USPS.  
Some damage to the external envelope resulted from this processing and some light tearing of the edge of one or two ballots resulted.  A few ballots were bent and handled in ways which would be typical of mail-in ballots.  The weight of the ballot as provided by Hart is closer to copy paper than card stock.  Marks on the ballots appear to be made by toner and not ink and it is somewhat transferrable (but less so than with Diebold ballots of past experience).  Folds are convex on the side of the targets which means that while voter applied ink will not transfer towards another target, the fold could in principle interfere with interpretation of a specific contest.  In the case of the Dem ballot, the fold is running between the target for CD2 Fitz-Gerald and CD2 Polis, two competing candidates.  Only two Democratic actual election ballots were examined by the test board and on these two the fold was not intersecting with a target area, but bisecting between two of them. (It has been observed that dirt collects on the convex edge of a fold, and this dirt may be recognized by a scanner and not by a human.  Marks due to material on the fold were observed in the resulting scans, fyi.
TEST ballots were hand counted using the sort and count method after an abortive attempt to use the method of calling out and marking fence post style.  Sort before count was found to be very speedy for counting the ballots, even with the several races which had to be counted in serial order.

Two setups of Kodak i610 scanner, each with one Dell laptop connected by Firewire interface cable were available for testing although it is likely only one will be utilized in the election. The Dell laptops each have Ballot Now installed  (version 3.2.4.1).  Note that a possible discrepancy exists between the Ballot Now version number and the version number posted on the SOS web site.   
For the test, a printer is shared between the two systems.   60 Dem ballots were loaded into the hopper of scanner #2.  There is some uncertainty about how the loader tray of the scanner is caused to rise and fall. It has been determined empirically that manually opening the top portion of the scanner will cause the paper loading tray to descend, which is needed to load a batch of ballot pages.  The ECM key was inserted into laptop #2 and a MBB card prerecorded with the election database in “test mode” was inserted into the PCMCIA card reader.  Ballot now was started from the desktop icon. Something called BNIP starts autonomously (this is a software service daemon). BNIP is also shown as version 3.2.4.1.  Upon entering the user id and password of the operator, a dialog was shown which objected to the compatibility of the election definition on the MBB with the scanner device.  A different MBB was found and inserted (belief being that the MBB had been used to prepare ballots and could not be used for recording CVRs).   This MBB was recognized.

The second problem found turned out to be a missing firewire cable which prevented the recognition of the device.  The laptop and scanner were powered off and a complete replay of startup was conducted.  At some point BNIP was accidentally terminated.  This has the result of freezing certain operations and requires the restarting of the full application, if not a reboot of the laptop.   The default scanner offered on the selection dialog is not the i600 type, so this must also be attended to carefully.  We entered the election menu and Program Options dialog and Scanner Setup tab, selecting Kodak i600 series.  We also set the parameters “Disallow Duplicate Ballots” and unset “Disallow Incomplete Ballots” and “Landscape mode, letter size”.  On the Ballot Resolution tab we unset both “Enable Free Form Write-in Resolution” and “Enable One-Click Resolution”.  Having repowered the scanner, we attempted to scan the 60 ballots as batch 1.  8 of the ballot images were shown to be incorrect format.  We speculated if this might be due to stray marks on the bar codes on the Dems ballots. Hart however simply advised to rescan the entire batch, so the batch 1 was deleted and  the scan repeated, this time with all 60 ballots accepted.  Hart explained that the scanner lamps may not have been at full strength when the initial scan was taken. 

We rescanned again (batch 3) and first went to “review” and printed the “Scan Batch Report” by ballot.  This shows a list of ballots listing precinct, page number, image number, serial #, language, party, status and description.  We learned that the serial number corresponds to at least  4 of the digits in the lower left corner number at the edge of the ballot,  after ignoring or masking the least significant three digits.  Only after closing this report screen (mandatory) could we then click “Save” which apparently takes some time to complete. It seems important not to go ahead to start the “Resolve” command before this save process is completed.  We found our system in a hung condition from moving directly to resolve and had to rescan ballots one additional time.  
During the first attempt at this we went directly from “Save” to resolve and found it impossible to locate the batch icon or view any ballots.  It seems to be possible to enter Resolve too early, and this is only recoverable by rescanning ballots.  We repeated the scan and the above steps.  We entered Resolve.  We selected Autoresolve Tab and set only “AutoResolve Undervotes” and “Show Progress” checkboxes.  We went to the “Ballot Filter Tab” and clicked “Select All” then unset Ballot OK as scanned, and clicked Refresh.   We then selected the Batch icon on the file tree and right clicked and selected  “Autoresolve”.  A number of individual ballot icons appear under the batch icon, some of which are shown in green and some not in color.  Those in green have been autoresolved.  Although the parameters are set for autoresolving only undervotes, we encountered a case where an overvoted race was autoresolved as an undervote  at this point.  This appears to be a failure of the software of some kind and worthy of further investigation.
We proceeded to hand select the non green colored ballot icons to view the affected ballots.  Those which are suspected of being overvotes are shown in orange (an overlay on the actual ballot image).  When this orange area is double clicked a magnified version of this race is shown, with areas interpreted as marked target areas shown in grey.  At this point it is possible to click the check box button to show the result of auto-resolution by machine of the vote… which can then be confirmed by clicking either the save button or the close dialog button( X) and then responding whether or not to save.  At some point we learned that a strange behavior was shown in this expanded view dialog if a race target was moused over and the right click button pressed.  In this case if the target is interpreted as marked, the tiny selection dialog showing “Deselect” will appear.  If this box is left clicked, the candidate choice will be interpreted as not marked. However it was also noticed that it was not necessary to left click the “Deselect” dialog in order to get this result… simply a mouse over and temporary right click was sufficient to change the apparent state of the candidate, as shown by then clicking the check box which would reveal the indication Deselect:user on that candidate.  We also noticed that this behavior was peculiar to the lowest candidate of the three, and not of the top candidate of the three in cases where the top and bottom candidates were originally selected/marked.  Later we examined some cases where all three candidates were marked and found equally strange and inconsistent results.
This above behavior was reported to Hart.

 In consultation with Hart we learned that the overlay descriptions such as “Deselect:user” are not significant, and alternately where a significant state change is shown is, counterintuitively, in the title on the border of the dialog… it will indicate such as “unresolved undervoted contest” . “resolved contest”, “resolved overvoted contest”, etc. While looking specifically at the window title you can recognize an overvoted or undervoted contest, you cannot see which candidate is the winner in a resolved contest… at no point is the cast vote record simply presented to the operator to compare with the ballot.  Later attempts to find the cast vote record related to any ballot failed… either in Ballot Now or subsequently in Tally.  This appears to be a significant, unexpected deficiency in the Ballot Now system.
We attempted to write the CVRs (Cast Vote Records- which cannot be viewed) to the  (Mobile Ballot Box) but failed due to some “locked” ballots.  We re-entered the resolve dialog and right clicked on the batch icon and selected “Check-In” which caused all displayed ballots to be turned to the green color and all lock icons were removed.  At this point it was possible to write the CVRs except for some other unexplained problem.
We then deleted the batch one more time and rescanned. This time we rotated some ballots 180 degrees but face up. This appeared to have no detrimental effect. However due to the tight configuration of the receiving tray, and the number of ballots scanned  the last 20 or so ballots slipped onto the floor.
On a subsequent scan of the ballots we inverted two of the ballots.   We noted that because of a single rounded corner on each ballot it is possible in a stack to find any inverted or rotated ballot.  After scanning the 60 we noted that four pages (two ballots) were incorrectly scanned and not ‘accepted’.  We then attempted to rescan these two sheets of paper, and finding two in inverted condition, at least one of which matched the serial number on the scan ballot report,  we rescanned to find that one of these was a duplicate and the other was now successfully scanned.  We then used the search function in manage/batch administration to find the duplicate ballot and deleted the ballot image from the batch.  We then scanned successfully three ballots, replacing one which had already been deleted. At this point we noticed that the scanned ballot summary showed an incorrect number of total ballots scanned, due to the deletion.  We realized that it is necessary to look at the “Deleted Ballots” report or the “Resolve Status Report” or “Scanned Ballot” summary from the reports page and not the list of batches in “Batch Management” to see the effect of deleted ballots.  
After Resolution and Check In, the next step is to write CVRs to MBB. This can be done by selected  batch if desired.  Next it is desirable but not necessary to Close MBB in Manage. This requires a secret password and the USB installed ECM key. Upon removal of the MBB the Resolve menu choice in ballot now becomes unavailable.   As soon as an appropriately coded MBB is reinserted in the PCMCIA card slot of the Ballot Now machine, the menu to Resolve reappears, and specific ballot images can then be reviewed and the resolution status obtained, including by inference only the contents of the cast vote record of each individual ballot.  
On the third day of testing we observed the possibility to take an MBB from Ballot Now to Tally without closing it, and found we were able to upload it to Tally.  On one instance where this was attempted, the Tally machine appeared to upload from the MBB by incrementing the number of MBBs read, but no cast vote records were conveyed to Tally.  When this same card was returned to Ballot Now it was found to be possible to add ballot batches onto it, but these could not be further uploaded into Tally later. In conclusion it seems important to close the MBB on Ballot Now before taking it to a Tally machine, and thereafter not to attempt to load any further cast vote records onto it.  Note that MBBs cannot be created after “finalizing” an  election database.  Our election staff are now in the habit of being sure that a sufficient number of MBBs have been prepared for any eventuality.
When the MBB on Ballot Now is changed, it is necessary to select to “Write CVRs to MBB” rather than to recover MBB in order to proceed to add batches to the MBB.  We concluded that it is desirable to have a batch size of 100 to permit easy auditing and locating of specific ballots in case of a problem with ballot acceptance (as we encountered at the first scan, and again when the ballots were inverted).  Ballot pages failed to scan properly in approximately 10% of the batch scans attempted during the tests.
We noted that in several instances the default setting of parameters is not the one desired.  Setting the “One-Click Resolution” apparently makes manual resolution impossible in some cases- to use this setting it would be necessary to understand much better the ramifications of it.
We were able to note , by browsing the ballots in “Resolve”, using a full screen mode and zoomed ballot image window, that some races were incorrectly interpreted as marked when only a smudge was present on the ballot, and in other cases an overvote was detected when actually a vote should have been recorded.  We also found a case of a well formed but off center checkmark (a clear expression of voter intent) partially in a target which was recognized as an undervote.
It was noted that autoresolved races cannot be manually resolved, however unresolved races can have their selection deselected through an override process which requires protecting the contest from autoresolution.  These races then change their status to “checked-out” and require check in before copying CVRs to MBB.

End of report 7/14/08
On day two, Hazelle Gonter, Harvie Branscomb and Mike Barca appeared on behalf of the Democrats for testing.  On the previous day we had completed the optical scan on two Ballot Now systems of 300 ballots each but none of these cast vote records had been introduced into Tally.  We had also voted 250 votes into an 8 DRE chain to be used in Vail (however in mid test the Clerk decided to reduce by two the use of DREs in Vail for a total of six).  We finalized the election database in order to allow Tally to proceed.  We uploaded successfully the initial MBB recorded which contained 60 Democratic votes, and then we uploaded the second MBB with the same 60 Democratic marked votes recorded by the second Ballot Now system scanning the same ballots. It was noted that the system did not recognize that these two vote tabulations contained scans from the same batches of ballots… this is apparently due to the fact that the two Ballot now systems are independent and do not share their duplicate ballot detection capability even when that capability is turned on.  
MBBs which had been made separately for ballots from several  independent sources were sequentially uploaded into Tally, recording a pdf and an excel copy of the tally results after each upload.  This technique allows for the calculation of an election subtotal for any specific MBB, which is a function needed by the audit to be performed during the election itself.  Printouts of pdfs of the 10 separate tallies were created and a calculator was used to subtract the appropriate subtotals to obtain the tally which should correspond to the hand count of Democratic and the hand count of County marked paper ballots, as well as the votes test voted into the DRE chain.  Excel copies of these interim tally results were kept to facilitate a double check of the subtracted subtallies at the precinct level, which will be useful for researching handcount/machine count anomalies in the audit (if any).  
When comparing the expected result of the optical scan of the Democratic ballots (60) it was found that the two instances of machine counting were consistent, but that they differed from the hand count in two instances.  In one case a smudge of toner on the ballot across the one contested race which had not been voted by the test voter was interpreted as a vote for one of the candidates.  In another case, a set of pen point marks were interpreted as a vote.
In both of these cases it was possible to find the unusual case by browsing all the ballots in Hart Resolve mode using a zoom factor to expose clearly the marks located on the target area. With a small number of ballots to browse, and knowing the meaning of the color wash shown over the ballot display, it was possible to locate the exact ballot and race where the misinterpretation took place. If the identification of the ballot where the error occurred had been more difficult, the precinct specific data could have been used to isolate the difference to a specific precinct’s group of ballots.

When comparing the expected result of the optical scan of the County ballots (240) a single discrepancy was found. Two separate observers had noticed this misinterpretation while resolving ballots, by chance.   In this case the test voter had used checkmarks on the target areas but in one race the checkmark was sufficiently off center that two smaller portions of the mark appeared in the target area. This was interpreted as an undervote, although the voter intent was clear to a human observer.

In a third case it was noted that during auto-resolution the Hart Ballot Now system had mistakenly interpreted a clear overvote as an undervote and failed to identify this case for manual resolution, even though the machine settings called for this identification to take place.  While the resolution board should have been directed by machine to manually consider this particular contest, the machine failed to identify it.  Because this constituted a voter intended overvote  and that is tallied to similar effect as an undervote, this particular error would not have produced a change in vote outcome, however, if the overvote were caused by issues other than voter intent,  and the resolution board were prevented from taking action to correct the misinterpretation, then an error in the tally would have been present.
In comparing the hand count of the test patterns of 60 Democratic votes with the derived subtally of the same votes as counted by a chain of DRE, there were two discrepancies found.  Each vote pattern was compared to the associated VVPAT (having kept the test ballots in the same order as they were voted assisted in this process) and two instances of inconsistency were found.  As both of these were cases where it was possible to misconstrue the voter intent, we assumed that the cause of the discrepancy was this misunderstanding of the ballot test pattern.  This error is much less likely to take place in testing if hand marked paper ballots are not used as test patterns for test voting.  One instance of this is when the paper ballot contains a deliberate overvote, but the DRE is incapable of recording such an overvote, therefore the test voter must remember to undervote such a contest.  A superior method would be to record the test patterns for DRE testing in a separate format which does not allow overvoting and other variations.  The only way to be sure of accurately reconciling test voting on DRE systems is to record every test vote on video.

All  of the strings of DRE to be used in early voting and precinct elections were tested with a minimum number of test votes to be sure that all basic functions were properly operating.

The test data and equipment were kept under numbered seal at all times,  as required by rule.

Harvie Branscomb

Canvass Board member and Test Board member representing the Democratic Party

