How can Colorado improve its current audit law?

January 10, 2009 discussion with Colorado Election Reform Technology and Auditing Subcommittee

These are general recommendations. We urge that the Commission refer to “Principles and Best Practices for Post-Election Audits” for further guidance (http://electionaudits.org/principles/). We, a working group affiliated with the American Statistical Association, are willing to provide input to implement these recommendations.
1) Implement batch reporting: To reduce the workload on election officials, improve the speed and accuracy of initial vote counts and facilitate efficient audits, 
a) Voting systems should produce detailed reports that correspond to the ways that counties organize their paper records.  Currently, tallies are reported only by precinct, but it is impractical to audit the precinct totals because of the work required to gather all the ballots (including early and mail-in ballots) for each precinct.  Batch reporting could either be provided in new certified software from the vendors, or via add-on reporting software that accesses existing internal elections data. Batch reports must be machine-readable.
b) Early voting and mail-in results should be reported in batches of no more than a few hundred ballots each, corresponding to physically bundled batches or to groups of ballots on VVPAT rolls for individual DREs.  Smaller batch sizes increase overall audit efficiency.  
2) Adopt risk-limiting audits: One important goal of an audit is to reduce the risk of certifying an incorrect outcome. The current use of fixed-percentage audits causes more votes than necessary to be audited in most contests and not enough in some. Risk-limiting audits allow auditing resources to be concentrated where they are most needed: on close races. 
3) Aggregate state-wide unofficial data:  Meaningful audits require preliminary vote tallies. Not even the approximate size of a risk-limiting audit can be known prior to such tallies being reported.  All counties should report unofficial results, by audit unit, and the Secretary of State should publish unofficial contest-wide results, including (for each audit unit) the number of votes for each candidate, undervotes and overvotes, within a few days of the election.  Such reports must be machine-readable. Any state-wide contest that is audited should be audited state-wide. Auditing reports from a subset of counties yields fragmented incomplete results.
4) Ensure audit integrity and transparency: Results from mail-in and early voting ballots, even when centrally counted, should be subject to audit to the same degree that in-precinct results are. Preliminary results should be reported on the web before randomly selecting units to be audited. Random selection should be generated using a publicly observed, mechanical source of randomness, such as rolls of fair dice.
 The audit procedures actually employed and all results, including those reflecting error and any process of reconciliation should be publicly accessible. 

5) Allow for targeted audit units: Audit procedures should allow a limited number of units to be added to the audit, in addition to those randomly selected, in order to increase audit effectiveness and public confidence.  Candidates, issues committees, parties, election administrators, and/or others could be allowed to propose them.

� If a computer pseudo-random number generator is used to help select the audit units, initial values or "seeds" for the generator should be chosen using a publicly observed, physical source of randomness, such as rolls of fair dice; also, the generator’s algorithm must be published so that the public can verify that a valid algorithm was used.





